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FIG.6 
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FIG.8 
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CONTENT LIST DISPLAY REQUEST 
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RECEIVES CONTENT LIST DISPLAY REQUEST, 
SENDS CONTENT LIST DISPLAY REQUEST TO 
DISTRIBUTION SERVER APPARATUS 
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RECEIVES CONTENT LIST TRANSMISSION 
REQUEST, TRANSMITS CONTENT LIST TO 
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FIG.9 
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INPUT RECEPTION UNIT RECEIVES CONTENT 
TRANSMISSION REQUEST, SENDS REQUEST 
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INFORMATION TRANSMISSION RECEIVES 
CONTENT TRANSMISSION REQUEST, SENDS 
CONTENT TRANSMISSION REQUEST TO 
DISTRIBUTION SERVER APPARATUS 
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DISTRIBUTION SERVER APPARATUS RECEIVES 
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KEY FROM CONTENT MANAGEMENT TABLE, SENDS 
TO CONTENT RECEPTION TERMINAL APPARATUS 



<S123 



MUTUAL DEVICE AUTHENTICATION PERFORMED 
BETWEEN CONTENT RECEPTION TERMINAL 
APPARATUS AND RECORDING MEDIUM 



S124 




S126 



WRITE PROCEDURE TO RECORDING MEDIUM 



9/13 



WO 01/86654 



10/018359 

PCT/USO 1/15439 



FIG. 10 



( WRITE PROCEDURE TO \ 
^RECORDING MEDIUM START J 
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INFORMATION RECEPTION UNIT RECEIVES ENCRYPTED 
CONTENT AND CONTENT KEY, OUTPUTS ENCRYPTED 
CONTENT TO ACCESS UNIT, OUTPUTS CONTENT KEY TO 
SECURE DATA ACCESS UNIT. ACCESS UNIT 
RECEIVES ENCRYPTED CONTENT AND SECURE DATA 
ACCESS UNIT RECEIVES CONTENT KEY. 
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ACCESS UNIT ACQUIRES STORAGE FOLDER 
CORRESPONDING TO HEADER INFORMATION 
WHICH MATCHES HEADER INFORMATION 
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FIG.ll 
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SECURE DATA ACCESS UNIT ACQUIRES MEDIA 
KEY CORRESPONDING TO APPLICATION TYPE 
FROM SECURE DATA AREA OF RECORDING MEDIUM 
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SECURE DATA ACESS UNIT OUTPUTS MEDIA 
KEY, MEDIA ID, AND CONTENT KEY TO 
ENCRYPTION UNIT, ENCRYPTION UNIT RECEIVES 
MEDIA KEY, MEDIA, ID, AND CONTENT KEY 
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ENCRYPTION UNIT ENCRYPTS CONTENT KEY 
USING MEDIA ID AND MEDIA KEY, GENERATES 
ENCRYPTED CONTENT KEY 
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ENCRYPTION UNIT OUTPUTS ENCRYPTED 
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UNIT, SECURE DATA ACCESS UNIT RECEIVES 
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S150 



SECURE DATA ACCESS UNIT WRITES 
ENCRYPTED CONTENT KEY TO KEY FILE 
CORRESPONDING TO APPLICATION TYPE 



( RETURN 



11/13 



WO 01/86654 



30/018359 

PCT/US01/15439 



03 
CO 

o 



o 
5 

Q 
OS 

o 
o 

3 



3 

9 



O 



03 
CO 
CO 



v o 



3 



O 

32 



O 

u 

Si 



CO 

h 
as 
as 



Si 



s 

o 

§ 

a 



\ 



c/: 






! H 






< 






00 



o 



o 



12/13 



WO 01/86654 



10/018359 

PCT/US01/15439 



FIG.13 



( CONTENT ACQUISITION^ 
^PROCEDURE I 
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INPUT RECEPTION UNIT RECEIVES CONTENT TRANSMISSION | 
REQUEST, OUTPUTS TO INFORMATION TRANSMISSION UNIT | 
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INFORMATION TRANSMISSION UNIT RECEIVES CONTENT 
TRANSMISSION REQUEST, TRANSMITS CONTENT 
TRANSMISSION REQUEST TO DISTRIBUTION SERVER APPARATUS 
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DISTRIBUTION SERVER APPARATUS RECEIVES CONTENT 
TRANSMISSION REQUEST, ACQUIRES RELEVANT CONTENT 
TRANSMITS TO CONTENT RECEPTION TERMINAL APPARATUS 
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INFORMATION RECEPTION UNIT RECEIVES 
CONTENT, OUTPUTS RECEIVED CONTENT TO 
ACCESS UNIT, ACCESS UNIT RECEIVES CONTENT 
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ACCESS UNIT ACQUIRES STORAGE FOLDER NAME 



CORRESPONDING TO HEADER INFORMATION WHICH 
MATCHES HEADER INFORMATION INCLUDED IN 
CONTENT FROM STORAGE REFERENCE TABLE 
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ACCESS UNIT WRITES ACQUIRED CONTENT TO 
FOLDER IN RECORDING MEDIUM SHOWN BY 
ACQUIRED STORAGE FOLDER NAME 
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